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DEFEND, ADAPT, THRIVE: FORGE
YOUR CYBERSECURITY CAREER
WITH OUR PROVEN PROGRAM!

Job-0Oriented

Cybersecurity Professional

TRAINING > INTERNSHIP > PLACEMENT

5 Months | Live Online Training



Introducing Our Comprehensive Cybersecurity Professional Training Programs with
Internship, Placement, and Simulation Bot.

Are you ready to embark on a rewarding and promising career in the dynamic field
of Cybersecurity? Look no further! Our cutting-edge Cybersecurity Professional
Training Programs.

ABOUT THE PROGRAM

Our Cybersecurity Professional Training Programs are meticulously designed by
iIndustry experts to equip you with NextGen Technologies like Al and Cloud enabling
you to land in a high paying Cybersecurity job. With an emphasis on practical
learning, we aim to empower you with real-world expertise that sets you apart in
the job market.

Program Duration

LEARNING PATH

3 Months Training
+

Electives 1 Month Internship

+
1 Month Interview
Penetration Testing Training and Placement

Internship with _).
: : Placement
Live Projects

SOC Analysts

Cybersecurity

Core

GRC
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PROGRAM CURRICULUM

CYBERSECURITY CORE

Fundamentals of Cybersecurity
Fundamentals of Networking
Cloud Security (AWS)

Al in Cybersecurity

\Web, Mobile, Wireless Security
Ethical Hacking

SOC Fundamentals

GRC Fundamentals

Malware Analysis

Hands-0n Cybersecurity Attacks and Defense
OWASP Top 10

2 Tools

Kali Linux, Nmap, Wireshark

PENETRATION TESTING

Advanced Windows Attacks

Attacking lot Systems

Writing Exploits: Advanced Binaries Exploitation
Bypassing A Filtered Network

Pentesting Operational Technology

Access Hidden Networks With Pivoting
Double Pivoting

Privilege Escalation

Evading Defense Mechanisms

Attack Automation With Scripts

Build Your Armory: Weaponize Your Exploits
\Write Professional Reports

C|PENT Certification Training

2 Tools
Metasploit, BurpSuite, Wireshark, Acunetix, OWASPZAP, Aircrack-NG, Ettercap, Nessus




CYBERSECURITY SOC ANALYST TRAINING

Cybersecurity Fundamentals

SOC Implementation & Migration

SOC Monitoring

SOC Incident Management

UDE Case Deployment

Log source/Device Integration

SOC Platform Support

SOC Upgradation

EDR Implementation & Migration

EDR console Monitoring

EDR Rules Definition, review, Fine-tuning
EDR platform Support

EDR Upgradation

Firewall, Proxy, IDS/IPS Implementation & Migration

Rule definition, review, fine-tuning

Basics of NAT
Firewall/Proxy/IDS/IPS platform support
Device Upgradation

Splunk Certification Training

2 Tools
Splunk, Qradar, Microsoft Sentinel

GOVERNANCE RISK COMPLIANCE

Governance Risk & Compliance

Policies, Standards, Baseline

Enterprise Risk Management

Enterprise Security Controls

Release Management & Change Management
Incident Management

Third Party Risk Management

Business Continuity

Disaster Recovery

2 Tools

ServiceNow, Archer




PRICING DETAILS

Programme Fee 70,000.00
HackMe Bot

Internship
Interview Training and Placement

GST 18% 12,600.00
Total 82,600.00

INTERNSHIP OPPORTUNITIES

Gain practical experience and a chance to apply your newly acquired skills in real-
world scenarios through our internship program. We have collaborated with
leading cybersecurity firms, giving you the opportunity to work alongside industry
professionals and expand your network.

WHO SHOULD ENROLL

Aspiring Cybersecurity Professionals seeking to build a strong foundation in the
field.

IT Professionals looking to transition into cybersecurity roles.

Students and Graduates aiming to kickstart a successful career in cybersecurity.

ENROLL TODAY

Take the first step towards a promising career in Cybersecurity with internship,
placement, and Simulation Bot. Limited seats available! Enroll now to secure your
spot in our Job-0Oriented Training Course.

Protecting the digital world starts with you.
Join us in shaping a secure tomorrow!

For More Information

+91 9353472076 info@citcybercoe.in

citcybercoe.in




